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Introduction to DO-178C and DAL A Systems

What is DO-178C?

e Overview of DO-178C: DO-178C, titled "Software Considerations in Airborne Systems
and Equipment Certification,"” is a key standard for ensuring the safety and reliability of
software used in airborne systems.

o Key Objectives: The standard defines the development lifecycle for software in avionics,
specifying how software should be designed, verified, and validated.

Understanding DAL (Design Assurance Levels)

e Overview of DAL: DO-178C introduces Design Assurance Levels (DAL), ranging from
A to E, where DAL A is the highest and most stringent.

e« DAL A Characteristics: DAL A is used for safety-critical systems where failure could
result in catastrophic consequences. These systems require rigorous testing, verification,
and documentation.

Scope of the Article

« This article explores the embedded software skills necessary for developing DO-178C
DAL A systems, focusing on the following aspects:
o Non-ambiguous Requirements Writing
Code Writing
Software Integration
Test Case Writing
Test Procedure Writing
Tracing
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Non-Ambiguous Requirements Writing for DO-178C DAL A Systems

Importance of Clear Requirements

e Clarity and Precision: Writing clear, unambiguous requirements is the cornerstone of
the development process for DAL A systems. Requirements must be precise to ensure the
software behaves as expected and can be verified.

« Verifiability: Requirements must be testable to ensure compliance through traceable
verification methods.

Key Elements of Non-Ambiguous Requirements

o Functional Requirements: Describe the behavior of the software system under different
conditions.

o Performance Requirements: Define acceptable performance characteristics, such as
response time and resource utilization.

o Safety Requirements: These must address failure modes and recovery actions.
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Skills for Writing Non-Ambiguous Requirements

o Structured Natural Language: Using formalized, structured natural language for clear
documentation.

o Use of Formal Notations: Applying precise, well-defined notations like UML (Unified
Modeling Language) to describe system behavior.

e Requirements Management: Using tools like DOORS or PTC Integrity to manage and
trace requirements.

Tools for Requirements Verification

« Static Analysis: Tools to analyze requirements for ambiguities or inconsistencies before
development.

o Traceability: Ensuring every requirement can be traced to its corresponding design,
code, and test cases.

Code Writing for DO-178C DAL A Systems
Importance of Safe and Reliable Code

o Critical Nature of DAL A Software: For DAL A systems, software must be written to
be error-free and resilient to failure. The software should also meet performance
requirements without compromising safety.

e Modular Code: Breaking down complex systems into modular code ensures that failures
can be isolated and tested independently.

Coding Standards for DAL A Systems

e MISRA C Guidelines: The Motor Industry Software Reliability Association (MISRA) C
coding standards are often employed in DAL A systems to ensure safe and maintainable
code.

o Static Analysis Tools: Tools like Polyspace or PC-lint help ensure compliance with
coding standards and identify potential errors.

Skills Required for Code Writing

o Embedded Systems Programming: Proficiency in C, C++, or Ada, commonly used in
embedded systems.

e« RTOS and Hardware Understanding: Knowledge of real-time operating systems
(RTOS) and hardware interaction to optimize system performance.

o Code Optimization: Techniques to minimize memory usage, power consumption, and
execution time.
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Tools and Techniques for Code Verification

e Unit Testing: Developing unit tests for individual components to ensure they work as
intended in isolation.

« Static Code Analysis: Automated tools to detect issues in the code early in the
development process.

e Dynamic Testing: Techniques for testing the software when running on hardware or
simulators.

Software Integration for DO-178C DAL A Systems
The Role of Software Integration
o Integrating Modules: Software integration is the process of bringing together software
components to function as a cohesive system.
e Ensuring Correct Behavior: Integration ensures that individual components work
together to meet system-level requirements, especially under failure modes.
Key Concepts in Integration
o Top-Down Integration: Starting with high-level components and gradually integrating
lower-level modules.
e Incremental Integration: Integrating small parts of the system at a time to detect
problems early in the process.
Skills Required for Integration
e Understanding of Interface Specifications: Knowledge of how components
communicate and interact is essential to avoid integration issues.
e Simulation and Hardware-in-the-Loop Testing: Using simulation tools and hardware-
in-the-loop (HIL) setups to test integrations before deployment.
Challenges in Integration
o Real-Time Constraints: Ensuring that integrated systems meet real-time performance
requirements.

o System Testing and Validation: Thorough testing of integrated systems to ensure they
meet all functional and non-functional requirements.

Writing Test Cases for DO-178C DAL A Systems

The Importance of Test Cases

e Test Case Verification: Test cases are designed to verify whether the software behaves
according to the requirements.
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o Achieving Full Coverage: DAL A systems require high test coverage, ensuring that all
code paths are tested, including edge cases and failure modes.

Test Case Design Techniques

« Equivalence Partitioning: Dividing input data into groups that are treated the same by
the software to reduce the number of test cases.

o Boundary Value Analysis: Ensuring that test cases address boundary conditions to
prevent common errors.

Skills for Writing Effective Test Cases

e Test Planning: Defining the scope of tests to cover functional, performance, and safety
requirements.

e Automating Test Execution: Using tools like Jenkins or other continuous integration
systems to automate test case execution and reporting.

Tools for Test Case Management
e Test Management Tools: Using tools like TestRail or Quality Center to manage and
track test cases.

e Code Coverage Tools: Utilizing tools like gcov or CodeCoverage to measure and
maximize code coverage.

Writing Test Procedures for DO-178C DAL A Systems
Overview of Test Procedures
e Test Procedures vs Test Cases: Test procedures are broader and outline the steps to
execute and analyze tests, including setup, environment configuration, and expected
outcomes.
Creating Test Procedures
e Test Environment Setup: Defining the hardware, software, and configuration required
for each test.
e Reproducibility and Documentation: Ensuring that tests can be reproduced consistently
and results documented for future reference.
Skills for Writing Test Procedures
« Attention to Detail: Writing clear, repeatable test procedures that ensure test accuracy.

o Systematic Approach: Organizing tests in a way that all requirements are verified
systematically.
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Verification and Validation of Test Procedures

o Verification of Test Setup: Ensuring that all hardware and software are correctly
configured before running tests.

o Post-Test Analysis: Analyzing the test results to confirm the system’s compliance with
requirements.

Tracing for DO-178C DAL A Systems
Importance of Traceability

e Traceability in DO-178C: Traceability is a core principle of DO-178C, ensuring that all
requirements are met and verified through design, implementation, and testing.

Creating a Traceability Matrix

o Forward Traceability: Tracing from requirements to design, implementation, and tests.
o Backward Traceability: Ensuring all design elements and code are tied back to their
source requirements.

Skills for Effective Tracing

e Traceability Tools: Using specialized tools like DOORS, PTC Integrity, or Jira for
managing and tracking traceability.

o Documentation and Reporting: Maintaining detailed traceability records for audits and
certification.

Conclusion

o Summary of Skills: Embedded software development for DO-178C DAL A systems
requires a broad range of skills, from writing non-ambiguous requirements to ensuring
traceability across the entire development process.

« Continuous Improvement: To meet the ever-evolving standards, engineers should
constantly improve their knowledge and skills, utilizing the latest tools and technologies.

e Team Collaboration: Successful DAL A software development is a team effort,
requiring close collaboration among developers, testers, and certification bodies.
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