
Case Study: A Comparative Analysis of 
Embedded Avionics and Embedded Medical 
Software Development Standards 
Executive Summary 
Embedded software is at the core of critical systems in aviation and healthcare. In these high-
stakes sectors, the reliability, safety, and compliance of software systems are regulated by 
rigorous international standards. This case study explores the differences and similarities in 
software development standards for embedded avionics systems and embedded medical 
devices. Focusing primarily on standards such as DO-178C in avionics and IEC 62304 in 
medical devices, it presents an in-depth comparative analysis of lifecycle models, risk 
management approaches, traceability, validation strategies, and regulatory oversight. The study 
uses real-world cases including the Airbus A350 avionics platform and the Medtronic 
MiniMed insulin pump system to ground the discussion in practical applications. 

1. Introduction 

1.1 Background 

Embedded systems perform critical tasks in domains where failure can lead to catastrophic 
consequences. In both aviation and healthcare, such systems must comply with stringent 
software development standards that govern: 

• Safety and reliability 
• Risk management 
• Traceability and documentation 
• Verification and validation 

1.2 Purpose 

This study aims to provide a side-by-side comparison of DO-178C and IEC 62304, the primary 
standards in their respective domains, with insights into how these frameworks shape software 
development in real-world embedded systems. 
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2. Overview of Software Standards 

2.1 DO-178C (Avionics) 

Published by RTCA in conjunction with EUROCAE, DO-178C outlines software considerations 
in airborne systems. It includes five Design Assurance Levels (DALs) from A (catastrophic 
failure) to E (no impact). 

Key principles include: 

• Rigorous requirements traceability 
• Verification independence 
• Structured testing and code coverage metrics 
• Emphasis on documentation and audit readiness 

2.2 IEC 62304 (Medical) 

IEC 62304 is an international standard defining the software lifecycle for medical device 
software. It categorizes software into three safety classes: 

• Class A: No injury possible 
• Class B: Non-serious injury 
• Class C: Serious injury or death 

IEC 62304 emphasizes: 

• Software risk classification 
• Verification activities proportional to risk 
• Integration with ISO 14971 for risk management 

3. Development Lifecycle Comparison 

3.1 Lifecycle Models 

Standard Lifecycle Model Flexibility Level 
DO-178C Waterfall or V-Model Low (strict sequence) 
IEC 62304 Iterative allowed Moderate 

DO-178C assumes a top-down approach from requirements to integration, whereas IEC 62304 
allows incremental and iterative development, making it more adaptable to modern Agile 
methods in certain contexts 

. 
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3.2 Documentation Requirements 

Both standards require documentation, but DO-178C is more prescriptive: 

• DO-178C: Plans (PSAC, SDP, SVP), standards (SRS, SDD), and reports (verification, 
coverage) 

• IEC 62304: Software Development Plan, Software Requirements, Architecture, Test 
Plans, but allows for combined documentation 

4. Risk Management Approaches 

4.1 DO-178C Risk Handling 

DO-178C relies on the DAL classification, determined by ARP4761 system safety 
assessments. Software processes are scaled based on DAL level: 

• DAL A: Requires MC/DC (Modified Condition/Decision Coverage), independent 
verification 

• DAL B: Statement and decision coverage 
• DAL C–E: Reduced requirements 

4.2 IEC 62304 Risk Handling 

IEC 62304 requires integration with ISO 14971, focusing on identifying, evaluating, and 
controlling software-related risks. Each hazard is analyzed in terms of severity and probability. 

• Class C: Highest verification rigor (unit testing, integration testing, system testing) 
• Class B: Intermediate testing 
• Class A: Basic functional testing 

4.3 Comparison 

Feature DO-178C IEC 62304 
Risk Category DAL A to E Class A to C 
Risk Basis System-level failure impact Patient harm 
Scaling Rigor scales with DAL Rigor scales with risk class 

5. Verification and Validation (V&V) 

5.1 DO-178C 

• Unit testing, integration testing, system testing 
• Requires structural coverage analysis (statement, decision, and MC/DC) 
• Emphasizes independence in verification 
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5.2 IEC 62304 

• Verification tailored to risk class 
• Allows combination of unit and integration testing 
• Focus on ensuring that software does not contribute to unacceptable risk 

6. Traceability 
Both standards emphasize bidirectional traceability: 

• DO-178C: From high-level requirements → low-level requirements → code → tests 
• IEC 62304: From requirements to design, implementation, and verification 

Traceability ensures that every requirement is implemented and tested, and that no 
extraneous code is introduced. 

7. Regulatory Oversight 

7.1 Avionics 

• Overseen by FAA (U.S.), EASA (Europe), Transport Canada 
• Certification requires full compliance to DO-178C for Level A/B systems 
• Designated Engineering Representatives (DERs) audit software artifacts 

7.2 Medical 

• Overseen by FDA (U.S.), EMA (Europe), TGA (Australia) 
• FDA’s 21 CFR Part 820 governs quality systems, while IEC 62304 is used to 

demonstrate software compliance 
• Risk management must show linkage between hazards, mitigations, and testing 

8. Tool Qualification 
Both standards allow tools that automate, verify, or generate software artifacts, but require 
qualification for tools that impact verification: 

• DO-178C: Tool Qualification Plan (TQP) required if tool replaces manual verification 
• IEC 62304: Must demonstrate that tool does not introduce risk, but fewer formal 

requirements 
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9. Practical Case Applications 

9.1 Avionics Example: Airbus A350 

The A350 uses DO-178C Level A software for: 

• Fly-by-wire controls 
• Autopilot systems 
• Communication and navigation 

Key practices include: 

• Formal requirements verification 
• Independent testing teams 
• Partitioned software architecture using ARINC 653 

9.2 Medical Example: Medtronic Insulin Pump 

Medtronic’s MiniMed pump uses IEC 62304 Class C software: 

• Controls insulin delivery based on CGM input 
• Requires end-to-end traceability of safety requirements 
• Implements automated regression testing for firmware updates 

10. Similarities Between Standards 

Feature DO-178C IEC 62304 
Lifecycle discipline Required Required 
Traceability Mandatory Mandatory 
Risk-based scaling DAL-based Class-based 
Documentation Structured and reviewed Structured and reviewed 
Verification Emphasizes independence Emphasizes thoroughness 
Code coverage Required (especially DAL A/B) Encouraged (Class C) 

11. Key Differences 

Area DO-178C IEC 62304 
Primary Concern Aircraft safety Patient safety 
Failure Impact Catastrophic to negligible Death to no injury 
Coverage Metric MC/DC for DAL A Not explicitly required 
Iterative Development Discouraged Supported 
Formal Methods Encouraged in DO-333 supplement Optional 
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Area DO-178C IEC 62304 
Third-party Software Tightly controlled via DO-297 Permitted with risk management 

12. Challenges and Lessons Learned 

12.1 For Avionics Developers 

• While DO-178C ensures ultra-reliable software, it can be costly and time-consuming 
• Agile practices are difficult to integrate without violating traceability 

12.2 For Medical Device Developers 

• IEC 62304 offers flexibility, but risk classification must be justified thoroughly 
• Increased cybersecurity threats require integration with IEC 81001-5-1 and HIPAA 

13. Future Trends and Convergence 

13.1 AI and Machine Learning 

Both industries are exploring AI for decision support, but current standards lack sufficient 
guidance for: 

• Black-box behavior verification 
• Explainability and bias detection 
• Adaptive learning systems 

13.2 Agile and DevOps 

Efforts are underway to adapt standards for Agile and DevOps, particularly in medical software. 
DO-178C remains conservative, though DO-330 and DO-331 supplements offer some 
flexibility. 

13.3 Cybersecurity 

Both domains are enhancing cybersecurity requirements: 

• DO-326A addresses aircraft security 
• FDA and IEC 81001 are developing cybersecurity postmarket guidance for medical 

devices 
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14. Conclusion 
Despite their distinct application areas, DO-178C and IEC 62304 share common goals: ensuring 
that embedded software performs safely, reliably, and predictably in critical environments. 
DO-178C remains the gold standard for aviation, favoring predictability, determinism, and 
formal assurance. IEC 62304 offers greater flexibility and aligns closely with medical 
innovation cycles and usability concerns. 

Understanding both standards reveals a common engineering foundation centered on: 

• Lifecycle rigor 
• Risk-oriented scaling 
• Transparent traceability 
• Evidence-based compliance 

This alignment presents opportunities for cross-domain learning and better practices across 
safety-critical software domains. 
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